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Targeted Technology and Information 
If you suspect your facility’s technology or information has been targeted, report it to your FSO. 

 

To view the most up-to-date information on targeted technology and information, refer to 
the Targeting U.S. Technologies: A Trend Analysis of Defense Reporting from Industry 
report. This report is accessed within the Counterintelligence section of the DSS website 
at www.dss.mil. 

Targeted Technology and Information 

 Technology information, which includes both classified and unclassified 

– Militarily Critical Technology: 

o Any technology that would allow potential adversaries to make significant 
advances in the development, production, and use of military capabilities  

o Department of Defense maintains a list of applicable technology 

o Export is strictly controlled by the International Traffic in Arms Regulations 
(ITAR) 

o Illegal export of this technology often results in fines and/or criminal 
charges 

– Dual Use Technology: 

o Technology that has both military and commercial use 

o Export is strictly controlled and enforced under the Export Administration 
Regulations (EAR)  

o Illegal export of this technology often results in fines and/or criminal 
charges 

 Contingency plans 

 Personnel information 

 Programs, deployments, response procedures 

Top 10 Targeted Technologies 

 Information systems 

 Aeronautics including technology related to unmanned aerial vehicles (UAVs)  

 Lasers and optics 

 Sensors 

 Marine systems 

 Positioning, navigation, and time 

 Electronics 

 Industrial Base Technology List (IBTL) 

 Armaments and energetic materials 

 Materials and processing 

 


